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An apparatus and method for upgrading execution code of the 

portable memory device 



BACKGROUND OF THE INVENTION 

1. Field of the Invention : 

This invention relates to an apparatus and method for upgrading 
execution code of a portable memory device, and more particularly, to a 
portable memory device which can store execution code, wherein, the 
execution code can be upgraded by an external device. 

2. Background of the Invention : 

Portable memory devices become more and more important these days. 
Portable memory devices include solid state disk which uses flash memory; 
Compact Flash Card (CF Card), Memory Stick, Secure Digital (SD Card), 
MultiMedia Card (MMC), and xD Cards which are flash memory cards; 
micro Imrd disk which uses CF or USB interface; and 2.5 inches hard disk 
'A/ivicii use USB or PCMCIA interface. 

The conventional portable memory devices include a non-volatile 
memory array and a controller. The non-volatile memory array is used to 
store data and the data can be preserved without extemal power supply. 
The non-volatile memory array is generally implemented by the flash 
memory. It is also able to be implemented by the hard disk. The 
controller comprises a corresponding circuit and a driving mechanism to 
drive and access the non-volatile memory array. The driving mechanism 
can be a command sequencer , which executes the Micro-Code that stored in 
the hardware. The driving mechanism can also be a controller which 
executes a Firmware stored in the controller of the portable memory device. 
The Micro-Code and the Firmware are referred as "Execution Code" in the 
present invention. Upgrading the execution code is difficult in the 
r:onventional portable memory devices. 

laiwanese Patent No. 502209 described that the drive software and the 

1 



data are stored in the memory array of a flash memory card. Therefore, a 
iiiemory IC for storing the firmware is not required and the cost of the flash 
inemory card is reduced. However, Taiwan Patent No. 502209 did not 
describe how the execution code "^^is upgraded. In additions, to store a 
plurality of versions of execution code in a portable memory device is 
essential. In Taiwan patent No. 502209, only one version of execution 
code can be stored in memory array. 



SUMMARY OF THE INVENTION 



In view of the above, it is an objective of the present invention to 
provide an apparatus and method for upgrading execution code of a portable 
memory device. By means of storing the execution code of the portable 
memory device into a programmable memory unit, the version of the 
ex^^cuiion code can be checked and upgraded. 

In order to achieve the above objective, the present invention provides 
an apparatus and method for upgrading the execution code of the portable 
memory device* by means of storing the execution code of the portable 
memory device into a programmable memory unit. While connecting this 
portable memory device to an external host device, an execution code 
upgrading mechanism stored in the external host device will check if there is 
a Jicvver version of execution code stored in the external host device. If 
there is, the external host device will output an upgrading signal into the 
portable memory device, delete the original execution code which in the 
programmable memory unit, and, at, store the new version of execution code 
of the external host device to the same location of the programmable 
memory imit. Then, the portable memory device is able to operate with the 
new version of the execution code. Thus, the objective of upgrading the 
version of execution code of the portable memory device can easily be 
achieved. 

Another objective is to provide an apparatus and method for upgrading 
execution code of the portable memory device. By means of storing 
different versions of execution code at different locations of a memory array. 



this portable memory device can stored more than one version of the 
execution code simultaneously. While upgrading the execution code, the 
external host device can check the memory location of the oldest version 
and replace with the newest version of the execution code at the same 
5 location. An embodiment is that the external host device can communicate 
v/lth a remote server through the internet and download and download the 
iicNV version of the execution code and the upgrading mechanism. 

Other objectives and advantages of the system shall become apparent 
fiom die following description of the invention. 

: :> T he present invention is illustrated by way of example and not limited to the 
figures of the accompanying drawings, in which: 

f id I shows the first preferred embodiment of the portable memory device 

o f the present invention. 

f FIG. 2 shows the second preferred embodiment of the portable memory 
device of the present invention, 

FIG 3 shows the third preferred embodiment of the portable memory device 
of the present invention. 

FICl 4 shows a structure of the portable memory device and an external host 
device for upgrading the execution code. 

FK i 5 shows a block diagram and the stmcture of the extemal host device of 
a preferred embodiment of the present invention. 

FIG 6 shows a flowchart of upgrading the execution code of the portable 
memory device of the present invention. 

. i FIG7 shows a block diagram and the stmcture of the extemal host device of 
another preferred embodiment of the present invention. 

FIG 8 shows the fourth preferred embodiment of the portable memory 
device of the present invention. 

FIG 9 shows a flowchart of upgrading the execution code of the portable 
30 memory device of the present invention. 

FIG 10 shows an extemal structure of a Secure Digital Card (SD Card). 
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DETAILED DESCRIPTION OF THE INVENTION 



The present invention provides an apparatus and method for upgrading 
execution code of the portable memory device by means of storing the 
5 execution code of the portable memory device into a programmable memory 
unit. While connecting this portable memory device to an external host 
device, an execution code upgrading mechanism stored in the external host 
device will check if there is a newer version of execution code stored in the 
external host device. If there is, the external host device will output an 

0 upgrading signal into the portable memory device, delete the original 
execution code from the memory unit, and, at the same memory location, 
replace with the new version of execution code stored in the external host. 
Then, tlie portable memory device is able to operate according to the new 
version of the execution code. 

1 :> Figure 1 shows a portable memory device 1 0 which includes a body 1 1 

with a plurality of external connecting pins 12 for connecting the external 
host device which is not shown in this figure, a memory array 13, and a 
controller 14 for controlling the data retrieving between the memory array 

13 and the external host device. In this embodiment, the memory array 13 
>0 call be a plurality of non-volatile memory chips 131, such as flash memory 

cliips, which can retain data without external power supply. The controller 

14 comprises a programmable memory xmit 15 which is erasable and 
programmable. The programmable memory unit 15 is designed for storing 
the execution code of the portable memory device 10. In this embodiment, 

?s the controller 14 is a SOC (System on chip) controller chip. In other words, 
the programmable memory anil 15 is built (integrated) in the controller 14. 
The programmable memory unit 15 can be a flash memory circuit, latch 
circuit, or electrical erasable programmable read only memory (EEPROM) 
e.t.c. 

30 Please refer to Figvu-e 2. Figure 2 shows another embodiment of the 

portable memory device 10a of the present invention. Elements has been 
de.scribed above will be referred as the same terminology and number with 
different letters added at the end. The detailed structure and function of 
'..iiese elements will not be restated. 



The portable memory device 10a contains a main unit 11 a with a 
piurality of connecting pints 12a, a memory array 13a, and a controller 14a. 
i he differences between the embodiment in Figure 2 and that in figure 1 are 
that the controller 14a of the embodiment in figure 2 comprises of an 
initiating unit 141, a transferring interface 142, a memory interface 143, an 
erasable and programmable memory chip 15a, and a controlling chip 144, 
The initiating unit 141 is a small read-only memory such as MASK ROM 
which store the code for initiating the controlling chip 144. The 
transferring interface 142 connects between the connecting pins 12a and the 
controlling chip 144 and is served as the interface for data transferring into 
the controller 14a. The memory interface 143 connects between the 
memory array 13a and the controlling chip 144, for transferring data 
between the controlling unit 144 and the memory array 13a. The erasable 
and programmable memory chip 15a stores the execution code of the 
portable memory device which can be flash memory or EEPROM. The 
erasable and programmable memory chip 15a is preferable to be an 
ii^dependent memory chip. 

Figure 3 shows a third embodiment of the portable memory unit 10b of 
the invention. Most of the elements in the portable memory unit 10b are 
similar to those in the portable memory unit 10 that will not be re-stated. 
The difference between the portable memory imit 10b and 10 is that the 
memory unit 15b of the portable memory unit 10b is not built (integrated) in 
the controlling unit 144. The memory unit ISb is a portal location of the 
memory array 13b. In other words, the memory chip 131b has a plurality 
of memory blocks 131b and the memory unit 15b is one of the plurality of 
memory blocks 131b. The memory unit 15b in the memory array 13b can be 
in the lucked status to prevent the execution code in the memory unit 1 5b. 

Figure 4 and figure 5 show the structure of the portable memory device 
1 Oc and an external host device 20 for upgrading the execution code. The 
Figure 5 shows the block diagram of the function and the internal strucmre 
of the external host device 20. As described in figure 1,2 and 3, the 
execution code are stored at the memory unit (10; 10a; 10b) and the 
execution code can be upgraded under the control of the external host device 
20. The external host device 20 can be a PC, a Portable computer, a Tablet 
PC, a PDA, and other special computers. The external host device contains 



a memory unit 21, a data transferring interface 22, and a control unit 33. 

The external host device 20 connects to the portable memory device 1 Oc 
with a connection device 31. In this embodiment, since the portable 
memory device 10c is a flash memory card» the connection device 31 is a 
card reader While inserting the flash memory card into the card reader, the 
electrical circuit can be connected and the data can be transferred. In 
anottier embodiment, the portable memory device is a USB solid state disk, 
and the connection device 3 1 is a USB connector. 

The memory unit 21 stored at leaist one new version execution code 211 
and the execution code upgrading mechanism 212. The execution code 
upgrading mechanism 212 contains an execution code version comparison 
module 2121, an upgrading signal generation module 2122 and an execution 
code overwrite module 2123, In this embodiment, the external host device 
::u is a PC; the memory unit 21 is a hard disk; the new version execution 
code 211 and the upgrading mechanism 212 are executable upgrade patch 
files stored in the hard disk* While the PC executing this executable 
upgrade patch files, the execution code upgrading mechanism 212 is 
imtialized. Wherein, the execution code version comparison module 2121 
compares the execution code store in the portable memory device 1 Oc with 
the new version execution code 211 stored in the external host device 20. 
Wliile the new version execution code 211 of the external host device 20 is 
different and newer than the version of execution code of the portable 
memory device 10c, the execution code upgrading mechanism 212 is 
initialized. Otherwise, the execution code upgrading mechanism 212 will 
show no information or show 'no need for upgrading" in the external host 
device 20, and the portable memory device 10c executing the original 
execution code. If upgrading is needed after the comparison, the upgrading 
signal generation module 2122 will generate a upgrading signal according 
ihe result of comparison, and stop the portable memory device 10c 
ex ecuting the original execution code. When the new version of execution 
code upgrading procedure is finished, the portable memory device 10c will 
operate with the new version of execution code. The objective of upgrading 
execution code is achieved. 

The data transferring interface 22 connects to the portable memory 
device 10c with the cormection device 31 and transfers data via a 
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predetermined communication protocol. In this embodiment, the 
connection device 31 is a card reader which has a USB interface. 
T herefore, the data transferring interface 22 communicates with both the 
portable memory device 10c and the external host device 20 by using the 
Latidard USB commxmication protocol. The control unit 23 controls the 
memory unit 21 and the data transferring interface 22. The control lonit 23 
can be initialized by the execution code upgrading mechanism 212 and 
upgrade the execution code of the portable memory device 10c. 

As shown in figure 4, the new version execution code 211 and the 
execution code upgrading mechanism which are stored as a software in the 
.vxteiiial host device 20 can not only be duplicated from disks, CDs and 
oti^er storing medias, but also be downloaded from a remote server 33 
{laovigh the internet 32. 

In this embodiment, the execution code upgrading mechanism 212 will 
automatically check the version of execution code every lime when the 
portable memory device 10c connects to the external host device 20. Since 
the execution code upgrading mechanism 212 is stored as a permanent 
resident program in the external host device 20, this permanent resident 
program will periodically inform the user, search and download the newest 
version of execution code 211 and the execution code upgrading mechanism 
212 from the remote server 33 through the internet 32. In additions, when 
a portable memory device with an older version of execution code connects 
to the external host device 20, the execution code upgrading mechanism 212 
stored as a permanent resident program will automatically execute an 
upgrading procedure. 



Please refer to Figure 6, Figure 6 shows a first preferred flowchart for 
upgrading the execution code of the portable memory device. The method 
for upgrading the execution code of the portable memory device comprises 
steps of: s : 

A. Providing a portable memory device, an external host device and a 
connection device: The portable can be a flash memory card, the external 
host device can be a Personal Computer (PC) and the connection device can 
be a card reader. The external host device comprises a new version 
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execution code and an execution code upgrading mechanism, wherein, the 
new version execution code is stored in an erasable and programmable 
i iemf^ry unit. The erasable and programmable memory unit can be an 
independent memory chip or a memory array or a memory block in a 
controller. 

B.Establishing connection between the portable memory device and 
the external host device: The step of establishing connection further 
comprises steps of Bl, B2, and B3. 

Bl: (step 51) Connecting the connection device to the external host 
device, executing the execution code upgrading mechanism, and inserting 
the portable memory device to the connection device; wherein, the external 
host device communicates with the portable memory device through the 
connection device with a predetermined communication protocol which can 
be a USB protocol; 

B2: providing a power supply of the portable memory device from the 
external host device (step 52); 

B3: executing the boot code (step 53): The portable memory device 
executes the stored boot code to start the system initial process (step 54); 

C: Checking an upgrading signal (step 55): If the upgrading signal is 
asserted, the execution code upgrading mechanism (step 56) is conducted, 
that is the execution code overwrite module in the external host device 
writes the new version execution code stored in the external host device into 
portable memory device and verify the transferred execution code, and then 
tlie new version execution code replaces the execution code of the portable 
memoi-y device. If the upgrading signal does not exist, step 59 is processed. 
Step 55 further comprises steps of CI and C2: 

CI: The version comparison module in the external host device reads 
the version of the execution code in the portable memory device and 
compares this with the new version execution code stored in the external 
host device. 

C2. If the new version execution code in the external host device is 
nijwer then the version of execution code in the portable memory device, the 
upgrading signal generation module generates an upgrading signal. If the 



new version execution code in the external host device is not newer then the 
version of execution code in the portable memory device, the upgrading 
procedure will not be executed and step 59 will be proceeded. 

D. Deleting the original execution code (step 57): The original 
execution code in the programmable memory unit of the portable memory 
ticvice is deleted* and 

E. Store the execution code into the same programmable memory unit 
of tlie portable memory device (step 58), and step 60 is proceeded, 

F. Verifying the execution code (step 59): If the execution code in the 
programmable memory unit is correct, step 60 will be proceeded. If the 
execution code in the memory tmit is not correct such as in conditions that 
the programmable memory unit contains no execution code, incomplete 
ex;;cution code or incorrect execution code, step 56 will be proceeded to 
•.:<:.>iuhict the execution upgrading mechanism. 

G. Execute the execution code (step 60): Execute the execution code 
.stored in prograirunable memory imit of the portable memory device to 
perform the memory device function. 

According to the steps described above, the execution code in the 
portable memory device can be easily upgraded. , 

Figure 7 shows the internal structure of the external host device 20d of 
anottier embodiment. In this embodiment, the internal structure of the 
external host device 20d is similar to that in the previous embodiment of 
Figure 5. The external host device 20d also contains a memory unit 2 Id, a 
data transferring interface 22d, and a control unit 23d. The memory 21d 
also stores at least a new version execution code 2 lid and an execution code 
upgrading mechanism 21 2d. The execution code upgrading mechanism 
21 2d contains at least an execution code version comparison module 212 Id, 
an upgrading signal generation module 2122d and an execution code 
overwrite module 2123d. The embodiment shown in figure 7 is different 
from the embodiment shown in figure 5 because the connection device 25 in 
figure 7 is built-in the external host device 20d. For example, if the 
portable memory device lOd is a USB solid state disk, the connection device 
25 can be a USB slot built-in the external host device 20d. If the portable 
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memory device lOd is a flash memory card, the comiection device 25 can be 
a card reader built-in the external host device 20d. 

Figure 8 shows a fourth embodiment of the portable memory device of 
the invention. The difference between the fourth embodiment of the portable 
memory device 1 Oe in Figure 8 and the third embodiment in Figure 7 is that, 
in the fourth embodiment, the memory array 13e comprises a plurality of 
memory blocks 151, 152, 153, and 154 of the erasable and programmable 
memory unit 15e. Each of the memory blocks of the erasable and 
programmable memory unit 1 5e can store the execution code which has the 
different/same versions. The memory blocks 151, 152, 153 and 154 can be 
ill the lucked status to prevent the execution code to be deleted. In the 
t iubodiment, the portable memory device lOe can store a plurality of the 
execution code which have a different versions for fitting other different 
applications. For example, the portable memory device lOe can 
commimicate with other different peripherals by different versions of the 
execution code. 

Please refer to Figure 9, Figure 9 shows a preferred flowchart for 
upgrading the execution code of the fourth embodiment of the portable 
memory device. Elements has been described above will be referred as the 
same terminology. The detailed structure and fimction of these elements 
will not be repeated. 

The preferred method comprises steps of: establishing connection (step 
5 If), providing power supply (step 52f), executing the boot code (53f), 
initializing the system (step 54f), writing new version execution code (step 
58f), checking execution code (59f), and executing the execution code 

(stepoOf). 

This embodiment is different from that shown in figure 6 in the 
following aspects. While finishing the initializing the system (step54f), the 
step of checking an upgrading signal (step 7 1 ) is proceeded directly. In this 
checking an upgrading signal step (step 71), the execution code upgrading 
mechanism in the external host device will check the newest version of 
execution code of the portable memory device and retrieve this newest 
version of execution code from the portable memory device. The 
execution code upgrading mechanism then compares this retrieved newest 
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version of execution code with the version of execution code stored in the 
external host device. If the version of execution code stored in the external 
iiost device is newer, the upgrading signal generation module in the external 
host device will generate an upgrading signal and step 56f is proceeded. If 
5 tlie version of execution code stored in the external host device is not newer, 
step of upgrading will not be performed and the step 59f is proceeded 
directly- 

Tn additions^ after the upgrading signal is received and the execution 
t:ode upgrading mechanism is initialized (step 56f), the step of checking 

t j wi:ietJier the memory block is empty(step 72). In step 72, the execution 
c.<>de upgrading mechanism in the external host device checks each the 
memor>' block 151, 152, 153, and 154 in the memory chip 13 le of the 
portable memory device. If a memory block is empty (available), the step 
58f is proceeded, wherein the external host device writes the execution code 

15 into the memory block. If no memory block is empty, the step 73 is 
proceeded, wherein the memory block of the oldest version execution code 
in the portable memory device is obtained. Then step 74 is proceeded, 
wiierein the oldest version execution code is deleted. Then, the step 58f is 
prt^sceeded, wherein the new version execution code in the extemal host 

o device is written into the memory block which originally stored the oldest 
ver<;ion execution code. 

Figure 10 shows the specification of a SD flash memory card. The 
embodiments of the portable memory device can be the SD flash memory 
capj. The extemal stmcture of the SD flash memory card is illustrated in 
I igiire 10. However, this embodiment does not limit the application of this 

>iXveiition. 

In the foregoing specification, the invention has been described with 
reference to specific exemplary embodiments thereof. It will, however, be 
evident that various modifications and changes may be made thereto without 
30 departing fi-om the broader spirit and scope of the invention as set forth in 
the appended claims. The specification and drawings are, accordingly, to be 
regarded in an illustrative rather than a restrictive sense- 
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